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Abstract— Networks of computers are everywhere, and it
implemented in all sectors, including an IT, industrial, managerial
sector, and need to be accessed remotely. Remote administration
offers access to a remote device. As more departments of Information
Technology centralize and reorganize to keep costs down, many
remote sites are left with no IT support on-site. Remote computer
administration is increasingly common due to the major cost
advantages; many activities can be completed, and not needs to be
personally accessed by the administrator. In this paper, the remote-
control administration system has designed and implemented based
on client/ server architecture. The main goal of the proposed system
allows clients to request help from remote servers over the Network.

Keywords— Remote Control System, Remote Client, Remote Server,
Monitoring, Controlling, Remote system Administration.

. INTRODUCTION

One of the most common techniques used on networked
computers is their ability to operate on remote networks. That
is, on a remote machine, the user needs to invoke an operation.
[1] [2].

There are many cases in which network administrators
face the problem of managing and controlling their separate
computer networks when they are away from their offices [3]-
[7]. In these cases, network administrators are dependent on
third party reports to know their network status. Some even
have to direct such third parties on how to resolve network
issues on their behalf when they (network administrators) are
out stationed, most of which lead to jamming of networks and
other related problems [8].[9].

Remote access is the connection from a secondary location
to a device other than that of the system's primary location
being accessed [10]-[14]. This allows users to access a remote
computer as if they sat directly behind that computer. This
remote access by users to computers is possible because of
remote access tools and by extension remote access protocols
[15]-[20]. Such remote access protocols are tools used to
develop applications via third parties [21].

In this paper, the remote-control administration system has
designed and implemented. The proposed system allows users
to request assistance from a remote server over the network,
which includes a mechanism by system administrators that can
directly connect to a remote computer and address users'
specific issues. The remote server performs remote operations
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to control and monitor the remote client. The system has
programmed with the C# programming language.

This paper is organized as follows. The next section 2,
reviewed the related work. Section 3, “protocols” describes
the network protocols. Section 4, “the client/server computing
model and the internet” explains the client/server computing
model and the internet. Section 5, “sockets and client/server
communication” illustrates the socket and client/server
computing. Section 6, “net remoting” explains net remoting.
Section 7, “organization of the proposed system” describes in
detail the structure of the suggested system. Section 8, “remote
execution “shows the steps of implementing the remote
administration. Finally, conclusions are presented in section 9.

1. RELATED WORK

Jang [22] in 2012, presented a remote administration
system for the Windows platform. The remote administration
system was designed for client and server architecture in the
Windows operating system. A client operation has the
opportunity to allow the server access to the network. This
feature is responsible for monitoring the packet for requesting
on-network access to the client. The capability of the server
system can connect to the client system. The connection is
made by guiding the IP address of the client which we would
like to access the server system. Visual Basic was used to
design this device.

Manikandasamy [23] in 2013, aimed at controlling the PC
through remote Java-enabled mobile phone access to the
desktop. Corporate users can share resources and services
without having to invest a large amount of capital on hardware
and software infrastructure. The mobile device acts as a
remote monitor collecting user data and showing the
notification updates provided by the remote server. Operations
such as internet access, email sending, and even device
controls such as shutdown, log-off, and restart can access from
the mobile phone.

Ganaa [8] in 2015 proposed innovative technology to
provide massive support to network administrators by
introducing a stable remote system administration software
running on android smartphones to help them remotely control
their servers while they (network administrators) are stationed
using their smartphones. The Java eclipse used to develop
Android app establishes a secure connection to a remote server
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running a PHP application. The program was designed using
the Remote Frame Buffer (RFB) protocol. Hence, this
research integrated a self-signed Secure Socket Layer (SSL)
certificate in the android app to allow safe encrypted
connections between the android app and the remote server to
be created. The proposed and implemented stable RFB
protocol in the android app was compared with other current
remote device administration applications such as Remote
Desktop (RDP), and ICMP ping-command RFB protocols.

Ernest [8] in 2015, studied how Network Administrators
use remote access devices as network administrators in their
day-to-day activities. It also investigated how efficient and
reliable these tools were in terms of the ability of the tools to
return desired results to users.

Shaha [24] in 2016, introduced a remote lab monitoring
program to correct the situation faced by the
administrator/instructor to control the activities of the client
over a LAN and to manage the computer network or LAN by
implementing such software to perform operations capable of
monitoring the entire computer lab by sitting on one chair by
observing the activities of the client, sending messages to the
client system, Once the user logs into the program, the
attendance is automatically stored, and the students’ screen
linked to the teachers' computer will become shown.

Gupta [25] in 2018, implemented remote desktop control
and monitoring framework to solve the problem faced by each
company to look at work performed on their respective
computers by staff/students. The program enables the
monitoring and tracking of every action taken on a device by
anyone. In addition to monitoring, the administrator can also
manage the desktop of their client by getting access to manage
their hardware on the keyboard, mouse, etc. to help them solve
any problem or problem.

Magafia [26] in 2019 compared five of the most common
remote desktop protocols and provided models based on self-
similar processes for their traffic arrival. They had
implemented as DaaS service in a public virtual cloud. The
protocols were: PColP as used in the Amazon WorkSpaces,
Microsoft RDP, TeamViewer, VNC (RFB), and Citrix ICA.
The required network resources had assessed using a traffic
model based on self-similar processes. Also enhance the
quality of interaction experienced by the user, providing Mean
Opinion Score (MOS) values in terms of image quality and
interactivity. The results suggest that to assess the bandwidth
specifications, the type of application running on the remote
servers and the mix of users have to be considered.

Il. PrROTOCOLS

The Internet Protocol Suite is the collection of protocols
that implement the [27], [28] protocol stack on which the
Internet is working. After two of the many protocols that make
up the suite, it is often called the TCP / IP protocol suite: The
Transmission Control Protocol (TCP) and the Internet
Protocol (IP) which were described as the first two. RFC 1122
is the authoritative guide on this subject [29]-[34].

The Internet model has developed as a solution to a
practical issue of engineering. On the other hand, the OSI
model was a more theoretical approach, which was developed
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at an earlier point of network evolution [35] [36]. The OSI
configuration is also easier to understand but the TCP/IP
model is the one in actual use. Before learning TCP / IP, it is
useful to understand the OSI model, since the same principles
apply, but are easier to understand in the OSI model. The
"Fig.1" below. Attempts to show where different TCP / IP and
other protocols in the original OSI model would reside [37]:

HTTP, SMTP, SNMP, Telnet, ...

-

6 Presentation XDR, ASN.1, SMB,...

1SO 8327 / CCITT X.225, RPC, NetBIOS, ...

(8]

4 Transport TCP, UDP, RTP, SPX,...

IP, ICMP, IGMP, X.25, CLNP, ARP, ...

w

2 Data Link Ethernet, Token ring, PPP, HDLC, ..

Electricity, Radio, Laser

[

Fig. 1. OSI layer

Generally, in the TCP / IP suite, the three top layers of the
OSI model (Application, Presentation, and Session) are
reduced to a single application layer [38]-[42]. Since the TCP
/ 1P suite does not have a unified session layer on which
higher layers are built, individual applications typically
perform (or ignore) those functions. A simplified stack
description for TCP/IP is shown below in "Fig. 2" [43]

HTTP, FTP, Telnet,...

-

4 Transport TCP, UDP,...

IP, ICMP, IGMP, X.25, CLNP, ARP, ...

w

2 Data Link

Device Driver , ...

Fig. 2. TCP/IP Layers

A. TCP

TCP is a connection-based protocol which provides a
reliable
data flow over the network between two connected devices.
TCP provides a point-to-point channel for applications in
which reliable communication is needed [44]-[48]. The
Telnet, File Transfer Protocol (FTP), and Hypertext Transfer
Protocol (HTTP) are examples of services that required a
reliable communication channel. The successful performance
of these applications is the order in which the data is
transmitted and received over the network [49].

B. UDP

UDP (User Datagram Protocol ) is a protocol that sends
independent data called datagrams, with no guarantees of
arrival from one device to another. UDP is not like TCP-based

Amira B. Sallow, Hivi Ismat Dino, Zainab Salih Ageed, Mayyadah R. Mahmood, and Maiwan B. Abdulrazaq, “Client/Server Remote
Control Administration System: Design and Implementation,” International Journal of Multidisciplinary Research and Publications

(IIMRAP), Volume 3, Issue 2, pp. 5-11, 2020.



communication [50]-[54]. The UDP protocol provides for
non-guaranteed communication between two network
applications [55].

IV.  THE CLIENT/SERVER COMPUTING MODEL AND THE
INTERNET

The Internet offers a variety of services that contribute to
its attractiveness. Such resources include e-mail, newsgroups,
transfer of files, remote access, and the Web Internet services
have organized according to the architecture of the
client/server [56]. User programs such as web browsers and
file transfer programs build connections to the server, such as
web servers and FTP servers. The clients make server
requests, and the server responds to the requests by delivering
the service the client needs [57].

A good example of client/server computing has provided
through the Web. The clients are web browsers, and the
servers are web servers. Browsers request HTML files from
Web servers on the user's behalf by establishing a Web server
connection and submitting requests for files to the server. The
server receives requests for the files, retrieves the files and
sends them over the defined link to the browser. The files are
received by the browser and shown to the user browser
window [58].

V. SOCKETS AND CLIENT/SERVER COMMUNICATION

Clients and servers establish connections and connect
using sockets. Connections are links of communication which
are established using TCP over the Internet. There are also
several client/server applications designed around the
connectionless UDP. These applications often communicate
through sockets [59]-[63].

Sockets are the endpoints of communication over the
Internet. Clients build client sockets and connect the sockets to
the server. The sockets are associated with a host address
with a port address. The host address is the host's IP address
on which the client or server software is located. The port
address is the port of communication used by the client or
server application. Server programs use the well-known port
number associated with their application protocol [64]

A client communicates with a server by making a
connection to the server socket. Afterward the client and
server exchange information over the connection. Connection-
oriented communication is more efficient than connectionless
communication as the underlying TCP offers facilities for
message-acknowledgment, error detection, and error-recovery.
By using a connectionless protocol, the client and server
connect to each other's socket by sending datagrams. The UDP
is used for connectionless protocols. It does not support safe
communication such as TCP [1], [65]

VI. NET REMOTING

Remoting is the. NET equivalent of Java remote method
invocation (RMI) and the Distributed Common Object Model
(DCOM) of Visual Basic [66]-[70]. It makes it easier to use
complex objects on remote computers, using the same syntax
as if they were in the same app. The benefit that Remoting
affords is the network infrastructure abstraction. [71] [72]
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This performs simple implementing client/server
applications in which the server is required to perform a
variety of tasks based on client instructions [73] [74].

Users still need to create a client and server when using
remote services. Users must also build an object that will
perform whatever functions user needs. Both ends of the
connection need to know the type of the object. The client will
need to know the server's IP address and port. Other than that,
.NET does the rest [75] [76].

VII. ORGANIZATION OF THE PROPOSED SYSTEM

The proposed system is controlled by two sides

(Remote Server and Remote Client).

1) Remote server: consists of supervision and controlling
applications as shown in “Fig.3”, Server main interface is
used to start the server to enter the client computer by
choosing the computer name and the IP address from the
clients’ database.

—
Clients  » [ AddNew ]

Exit Delete or Update

€

Fig. 3. Server main interface

Also, add new clients to monitor by entering the computer
name and IP address of the client that wanted to be monitored
in the network as shown in “Fig.4a”. Delete and update the
client’s computer name and IP address as in “Fig.4b”.

Computer IP

a: Add new Client
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INechir Selman

-
192.168.0.100
Nechir Selman gé:igﬂfu

Nechir Selman 192.168.111.22

192.168.111.22

b: Delete/Update Windows
Fig. 4. Remote server database operation Interfaces

2) Remote client: contained the shutdown, and change the
password as in “Fig.5”. After login, the client can perform
any task on the computer.

Beoliee

Fig. 5. Remote Client Main interface

The client is able to shut down the client and prevent the
server from controlling and close the monitor window in the
server side as in “Fig. 6”.

- | -
Fig. 6. Remote Client shutting Down interface

Also, the client can change the password that used to shut
down the client from monitoring and controlling in the server
side as in “Fig.7”.

Fig. 7. Remote Client changing Password interface
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VIII. REMOTE EXECUTION

The general representation of Remote execution and its
mechanism are shown in the flowchart shown in “Fig.8”.

D

Choosing supervision or controlling utility

'

Choosing (computer name, IP address)

'

Load the client stutas

no

|

Try again or cancel the
remoting operation

yes

Open the client desktop
to supervise or control

Fig. 8. Flowchart

When the remote server login to the client computer first
monitoring style should be chosen, supervision or control,
then select the client name from the given database list the
storied all the clients’ names and IP addresses as in “Fig.9”.

Fig. 9. Select computer name

After the remote server chooses the computer name, the
client window will be loaded as in “Fig.10”, this task takes a
little period to check if the client is shut down or if there are
any network problems.

Amira B. Sallow, Hivi Ismat Dino, Zainab Salih Ageed, Mayyadah R. Mahmood, and Maiwan B. Abdulrazaq, “Client/Server Remote
Control Administration System: Design and Implementation,” International Journal of Multidisciplinary Research and Publications

(IIMRAP), Volume 3, Issue 2, pp. 5-11, 2020.



International Journal of Multidisciplinary Research and Publications
ISSN (Online): 2581-6187

IX. CONCLUSION

In this paper, the remote-control administration system has
been designed and implemented deployed based on client-
server architecture using the C# programming language. The
following conclusions can be marked:

1. Virtual Remote Desktop Control System offers a process

by which system administrators can directly connect to a

remote computer and address clients’ specific issues.

After checking if there is any problem the error windows 2. Remote Desktop Control System will help in controlling

will be appeared for the remote server asking to try again or and supervision clients desktop screens.
cancel the remoting operation as in “Fig.11”. 3. If the client accepts the invitation, the server's

administrator can set up a remote session to monitor the
user screen and communicate with the client; the mouse
and keyboard could be monitored as an alternative.

ease wait for checking the

Fig. 10. Loading interface
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